ANNEX “A”

PROJECT: REPLACEMENT OF MAIN OFFICE DISTRIBUTION ETHERNE SWITCHES

WRITTEN QUERIES:

Query/Clarifications TWG/BAC Reply

2.1 Requirement: (page 74) Proposed
switch must be compatible with
SSS' existing Core switch for uplink
connectivity and existing
10GBASE-SR SFP modules must
be able to be reused on the
proposed switch.

Request/Clarification 1: May we | Cisco Nexus 7k
know the Brand and model of the
existing Core switch of SSS?

Request/Clarification 2: May we | CiScO T0GBASE-SR SFP

know the brand and model of SSS'
existing 10GBase-SR SFP
modules?

Request/Clarification 3: Canwe | No.
propose a switch of different brand
as long as the existing 10GBase-
SR SFP modules of SSS can be
reused?

2.2 Requirement: (page 75) The
proposed solution must be from a
vendor that has demonstrated
consistent  recognition in  the
Gartner Magic  Quadrant  for
Enterprise Wired and Wireless LAN
Infrastructure for at least -eight
consecutive years.

Request/Clarification: We
respectfully request the
reconsideration of the requirement
stating that the proposed solution
must come from a vendor with at
least eight (8) consecutive years of
recognition in the Gartner Magic
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Quadrant for Enterprise Wired and
Wireless LAN Infrastructure. This
criterion significantly limits
competition to a small

In view of this, may we formally
request that the requirement be
revised to: “The proposed solution
must be from a vendor that has
demonstrated consistent
recognition as a Leader in the
Gartner Magic  Quadrant for
Enterprise Wired and Wireless LAN
Infrastructure for at least three (3)
consecutive years from the latest
report”?

Yes. This amends Section VIl Technical
Specification no A. 24.

From:

24. The proposed solution must be from
a vendor that has demonstrated
consistent recognition in the Gartner
Magic Quadrant for Enterprise Wired
and Wireless LAN Infrastructure for at
least eight (8) consecutive years.

To:
24. For the One (1) Project Engineer,

The proposed solution must be from a
vendor that has demonstrated
consistent recognition in the Gartner
Magic Quadrant for Enterprise Wired
and Wireless LAN Infrastructure for at
least three (3) consecutive years.

2.3

Requirement: (page 74) Must have
dedicated stacking ports separate
from downlink and uplink ports.
Stacking cables must be included.

Request/Clarification: Can we
propose a switch with higher count
of uplink ports than the required 4x
10G SFP+ and have it act as a
dedicated stack ports?

No. We maintain the requirement.

2.4

Requirement: Must support
wireless console access using
vendor-supported external
Bluetooth dongle to provide secure,
out-of-band  management  with
access via  CLI/WebUI for
configuration and image transfers,
as flexible and efficient console
access option during staging,
deployment, and troubleshooting.
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Request/Clarification: We
respectfully request revising the
requirement for wireless console
access via an external Bluetooth
dongle. While we understand the
intent for flexibility during staging
and troubleshooting, Bluetooth
introduces potential security
vulnerabilities such as unauthorized
pairing, interception, and limited
encryption strength compared to
wired or secure remote protocols.
Our solution provides robust,
secure outof- band management
through dedicated console ports
(RJ45 and Mini USB) and encrypted
remote access methods (SSH,
HTTPS/WebUI), which meet
industry  best practices for
confidentiality and integrity. These
options ensure efficient
configuration and image transfers
without exposing the network to
additional wireless attack surfaces.

No. We maintain the requirement.

2.5

Requirement: (page 75) Must have
a passive, factory-embedded RFID
identifier tag, permanently
integrated without external
components or a power source, to
ensure errorfree asset management
and provide an auditable record
from the point of manufacture.

Request/Clarification: We kindly
request removing the requirement
for a factory embedded passive
RFID tag. While we understand the
goal of error-free asset
management and auditable
records, embedding RFID tags into
network switches introduces
challenges such as increased
manufacturing complexity, potential
interference, and limited industry
adoption. Additionally, passive RFID
tags, even when integrated, can
pose security and privacy risks if not
properly managed.

No. We maintain the requirement.
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2.6

Requirement: (page 75) Proposed
switch must be Federal Information
Processing Standards (FIPS) 140-2
compliant and document showing
that the proposed switch model is
listed in the Official Listing in NIST
CMVP Website must be submitted.

Request/Clarification: We
respectfully request revising the
requirement for FIPS 140-2
certification and NIST CMVP listing
for the entire switch model. FIPS
140-2 applies specifically to
cryptographic modules, not to
complete network devices. While
our switches incorporate
cryptographic algorithms that meet
FIPS standards and provide secure
management via SSH, HTTPS, and
SNMPv3, the hardware itself is not
listed on the NIST CMVP website.
We propose accepting compliance
through validated cryptographic
functions and adherence to
recognized security best practices,
which ensures equivalent protection
without limiting vendor options
unnecessarily.

No. We maintain the requirement.

2.7

Requirement: (page 75) The
bidder must submit certificate from
Manufacturer of Network devices
stating that the bidder is at least a
Tier -1 Certified Gold Partner for
the last Five (5) years.

Request/Clarification: May we
request to consider relaxing the
requirement to “The bidder must
submit certificate from Manufacturer
of Network devices stating that the
bidder is at least a Tier -2 Certified
Silver Partner of the proposed
solution”?

No. We maintain the requirement.

2.8

Requirement: (page 76) Bidder
must have at least Six (6)
Manufacturer Certified engineers
that will be involved on the project
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Three (3) Manufacturer Certified
Internetwork Expert (highest level)
or equivalent Three (3)
Manufacturer Certified Network
Professional.

Request/Clarification: May we No. We maintain the requirement.

request to consider relaxing it to
“The Bidder must provide at least
four (4) manufacturer-certified
network engineers who will be
directly involved in the
implementation and support of the
project. Of the required personnel:

Two (2) engineers must hold a
Professional-level Certification or
equivalent of network or security,
demonstrating advanced
competency in designing,
deploying, and optimizing the
proposed solution.

Two (2) engineers must hold an
Associate-level  Certification  or
equivalent, demonstrating
foundational competency in
administering and supporting the
proposed solution.”?

29 Requirement: (page 76) The bidder
must have at least one (1)
Manufacturer Certified Internetwork
Experts to lead/oversee the
migration of the existing Switches to
the proposed new switches devices.
The Engineer assigned to lead the
installation must have a minimum
five (5) years IT experience and
must have at least one (1) client in
the financial industries.

Request/Clarification: May we No. We maintain the requirement.
request to consider relaxing it to
“The bidder must have at least one
(1) hold the Manufacturer’s highest-
level certification or Expert-level or
equivalent to Ilead/oversee the
migration of the existing Switches to
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the proposed new switches devices.
The Engineer assigned to lead the
installation must have a minimum
five (5) years IT experience and
must have at least one (1) client in
the financial industries or
government agencies.”?

2.10

Requirement: (page 76) Bidder
must assign an experienced Project
Engineer who will handle the project
and must be supervised by a
Certified Project Management
Professional. The Project Engineer
and the Certified Project
Management Professional must be
present at SSS during major
milestones of the project Bidder
must submit the following:

1. For the One (1) Certified Project
Management Professional, Copy of
valid Project Management Institute
(PMI) certification, resume,
company ID and certificate of
employment. The Certified Project
Manager should be employed with
the bidder’s organization for at least
five (5) years prior to the opening of
bids.”?

Request/Clarification: May we
request to consider relaxing it to
“For the One (1) Certified Project
Management Professional, Copy of
valid Project Management Institute
(PMI) certification, resume,
company ID and certificate of
employment. The Certified Project
Manager should be employed with
the bidder's organization for at least
two (2) years prior to the opening
bids.”?

No. We maintain the requirement.

2.1

Requirement: (page 77) Certified
Project Manager Professional must
have minimum of five (5) years’
experience managing project in the
financial industries in the
Philippines.
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Request/Clarification: May we
request to consider relaxing it to
“Certified Project Manager
Professional must have minimum
of five (5) years’ experience
managing project’?

No. We maintain the requirement.

212

Requirement: Bidder must be a
Certified Training or Learning
Center of the proposed brand.
Bidder must submit Manufacturer
Certification as proof stating that
they are Certified Training or
learning Center of the proposed
brand.

Request/Clarification: May we
respectfully request the removal of
this specific manpower certification
requirement to allow more bidders
to comply and participate in the
project? Removing this condition
will help ensure a more competitive
bidding process while still
upholding the required technical
qualifications for successful project
implementation.

The bidder is no longer required to be a
Certified Training or Learning Center.
However, the trainings under the project
must be conducted by a Manufacturer-
Certified Training Center for the
proposed brand.

This amends Item B.34 of Section VII,
Technical specifications, to:

“The bidder must submit a proposed
Manufacturer-Certified Training Center
that will deliver the required trainings for
this project, with valid certification from
the manufacturer confirming the
training center’s accreditation.”

213

Requirement: (page 77) The
learning center shall deliver
structured training (certification
preparation, hands-on technical
workshops, and knowledge
transfer) addressing the technical
and operational requirements of
the proposed solutions. Bidder
must demonstrate a minimum of
ten (10) continuous years of official
training partnership with proposed
brand.

Request/Clarification: May we
respectfully request the removal of

No. We maintain the requirement.
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this specific manpower certification
requirement to allow more bidders
to comply and participate in the
project? Removing this condition
will help ensure a more competitive
bidding process while still
upholding the required technical
qualifications for successful project
implementation.

2.14

Requirement: (page 77) The
bidder must be an ISO 27001
certified organization, with a valid
certification issued by an
accredited certification body

Request/Clarification: May we
respectfully request the removal of
this specific manpower certification
requirement to allow more bidders
to comply and participate in the
project? Removing this condition
will help ensure a more competitive
bidding process while still
upholding the required technical
qualifications for successful project
implementation.

No. We maintain the requirement.

2.15

On Page 74, item 12. Must support
wireless console access using
vendor-supported external
Bluetooth dongle to provide secure,
out-of-band management with
access via CLI/WebUI for
configuration and image transfers,
as flexible and efficient console
access option during staging,
deployment, and troubleshooting.

May we confirm that the
requirement refers to the switch’s
capability to support a vendor
approved Bluetooth dongle for
wireless console access, and does
not require actual Bluetooth
dongles to be included in the
proposal?

The requirement refers to hardware
capability only. In addition, the bidder
must provide twenty-three (23) units of
vendor-supported Bluetooth console
dongles to support staging,
deployment, and troubleshooting
activities. These dongles must be fully
compatible with the proposed switch
model.

2.16

On Page 58, under Scope of Work
requirement Include accessories
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such as power cords, rack
mounting kits, console cables, and
transceivers

The existing 10GBASE-SR SFP uplink

May we clarify if the existing transceivers will be reused. In addition,
10GBASE-SR SFP uplink the bidder must supply twelve (12) units
transceivers used by the current of 10GBASE-SR SFP transceivers as
diStributiOI’l ethemet SWitCheS W|” Spare units to Support the requirements
be reused, and that no new 10G of the additional data cabinets.

uplink transceivers are required for

this bid?

160 units switch - NEMA 5-15

Additionally, firm th
ronaty, may we Confirn tAe = 4 | inits switch - C13-C14.

required power cable type for the
switches (NEMA 5-15 or C13-
C14)?

217 | On Page 74, item 7. Must have
dedicated stacking ports separate
from downlink and uplink ports.
Stacking cables must be included.

May we confirm that 0.5-meter
stacking cables are sufficient, given
that the 180 switches will be
stacked per floor in adjacent rack
positions?

Yes.

2.18 | Bidder must assign an experienced
Project Engineer who will handle
the project and must be supervised
by a Certified Project Management
Professional. The Project Engineer
and the Certified Project
Management Professional must be

present at SSS during major
milestones of the project.

Bidder must submit the following:

1. For the One (1) Certified Project
Management Professional, Copy of
valid Project Management Institute
(PMI) certification, resume,
company ID and certificate of
employment. The Certified Project
Manager should be employed with
the bidder's organization for at
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least five (5) years prior to the
opening bids.

2. For the One (1) Project
Engineer, Submit resume,
company ID and certificate of
employment. The Certified Project
Engineer should be employed with
the bidder's organization for at
least two (2) years prior to the
opening bids.

For the requirement no. 2 One (1)
Project Engineer, we are assuming
that this is not a certified project
engineer, since requirement no. 1
was mentioned as the Certified
project management professional.
Further, resume, company ID and
certificate of employment were the
only required documents for no. 2.

Please confirm.

Yes, project engineer is not certified.

This amends Section VII Technical
Specification no B. 31 item 2.

From:

2. For the One (1) Project Engineer,
Submit resume, company ID and
certificate of employment. The Certified
Project Engineer should be employed
with the bidder's organization for at
least two (2) years prior to the opening
bids.

To:
2. For the One (1) Project Engineer,
Submit resume, company ID and

certificate of employment The project
engineer should be employed with the
bidder's organization for at least two (2)
years prior to the opening bids.
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