ANNEX “A”

PROJECT: Extended Detection and Response (XDR) for Legacy Server

NO QUERIES/CLARIFICATIONS RAISED DURING THE PRE-BID CONFERENCE

WRITTEN QUERIES:

Query/Clarifications

TWG/BAC Reply

il

Section VII Technical Specifications
tem No.1. The solution must
support a broad spectrum of
operating systems, covering both
legacy and modern platforms such
as:

Linux:

* RedHat Enterprise Linux 7, 8, 9

* SUSE Enterprise Linux 12, 15 (32-
bit/64-bit)

» CentosOS 7,8 (32-bit/64-bit)

* Debian 11, 12, 13

 Ubuntu Linux 16.04 64-bit (x86-64)
- 24.04 ARM64 (AArch64)

* Cloud Linux 8 (32 and 64-bit)

* Amazon Linux 2, 2023

* Oracle Linux 7,8,9 or higher

* Alma Linux 8, 9

* Solaris Unix 10, 11 or higher

* AIX 7 or higher

Virtual:

* VMware vSphere
* VMware ESXi

* VMware View

» Citrix XenServer
* Microsoft HyperV

Windows:

» Windows Server 2008 R2
* Windows Server 2012 R2
» Windows server 2016

» Windows server 2019

» Windows server 2022

* Windows 10

* Windows 11

May we respectfully request
clarification on whether full XDR
functionality for legacy Windows
operating systems is a mandatory
requirement. Alternatively, would
comprehensive endpoint security
capabilities for these environments,
such as Anti-Malware, Ransomware
Mitigation, Advanced Anti-Exploit
Protection, and Network Attack
Defense, be considered compliant
with the requirement?

Yes, comprehensive endpoint security
capabilities for these environments,
such as Anti-Malware, Ransomware
Mitigation, = Advanced  Anti-Exploit
Protection, and Network Attack
Defense, will be considered compliant.
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Section VII Technical Specifications
Item No. 21.

The solution must leverage a unified
native XDR data lake that correlates
telemetry from endpoints, servers,
workloads, email, and network
without relying on third- party
collectors.

May we respectfully request
information regarding the Procuring
Entity’s current email environment
(e.g., Microsoft 365, Google
Workspace, or on-premises
Microsoft Exchange) to enable
proper assessment of the proposed
XDR solution’s native integration
capabilities.

We are currently using Microsoft
Office365.

1.3

Section VIl Technical Specifications
tem No. 8. The solution must
provide manual and scheduled
reporting with company branding,
exportable in PDF/PPT formats, and
sent to specified recipients.

May we respectfully request
clarification on whether report
exports in standard formats such as
PDF or CSV would be acceptable, or
if PowerPoint (PPT) export
functionality is mandatory
requirement?

PowerPoint (PPT) is not a mandatory
requirement.

The solution must provide manual and
scheduled reporting with company
branding, exportable in CSV, PDF or
PPT formats, and sent to specified
recipients.

This amends Item |l, no.8 of Basic
Features and Functionalities.

1.4

On Page 74, ltem |. Must provide a
three (3)-year subscription covering
two hundred (200) Extended
Detection and Response (XDR)
licenses for legacy servers

Kindly confirm if the license
subscription and warranty
commence upon delivery and

activation of the license?

No. The license subscription and
warranty shall take effect upon the
issuance of the Certificate of
Acceptance of the Project.

ES

On page 74, ltem I, no. 1.

The solution must support a broad
spectrum of operating systems,
covering both legacy and modern
platforms such as:

* Cloud Linux 8 (32 and 64-bit)

This OS (Cloud Linux) does not
release or have a native 32-bit
version. With this, may we request to
remove the 32 bit and retain the 64
bit version only?

This will be considered.

1. The solution must support a broad
spectrum of operating systems,
covering both legacy and modern
platforms such as:

* Cloud Linux 8 (64-bit)

This amends Item Il, no.1 of Basic
Features and Functionalities.
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